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Abstract 
In the development of health system, there are varying requirements determined by 

the security standards and models to Electronic Health Record (EHR). Also, the 
continual growth of the requirements relating to security in this type of system. A set of 
security standards and models are available in the literature to guide the secure software 
development. Standards are useful in the design features that meet security 
requirements. In this work, the Spring's security framework is analyzed and proposed in 
order to identify insurance standards supported by the framework that meets the 
requirements of an EHR certified by SBIS (Brazilian Society of Health Informatics). In 
addition, a guide to best practices on the implementation of the standards identified 
using the structure that is presented. An actual case study is presented in the results are 
employed to implement the security requirements in an EHR. With this approach, it is 
possible to bridge the gap between insurance design standards-based implementation to 
implement high quality security functionality in an Electronic Health Record. The 
proposal is to use processes already established in the literature, but which can be used 
in many ways enabling the understanding that security can be reused. 

1 Introduction 
In recent years, information and communication technologies have significantly affected the way 

people work with information. In the health domain, institutions are replacing paper-based medical 
records by Electronic Health Records (EHR). So, institutions are adopting EHR in their services. 
However, the health sector presents specific characteristics and conditions that makes it unique among 
other sectors, especially on issues involving authenticity, privacy, integrity and confidentiality of 
assisted individuals. In addition, it is essential to guarantee minimum resources to register the health 
conditions of patients. To implement a EHR system, it is necessary an approach to facilitate the 
development of security standards in such a manner to achieve a robust and optimized solution. 

  
The security engineering proposes the introduction of methods, tools and activities in the software 

development process (Anderson, 2008). In this case, each phase of the software development needs to 
consider security aspects. In the analysis phase, the security requirements are identified. In the design 
phase, the security features are modeled together with the main business functions. Finally, the 
security solutions are performed in the implementation phase. Security standards are agreements that 
describe the best practices to common security problems (Schumacher, 2005). 



 
The reuse of security features as components, structures or product is considered the best practice. 

Besides, they usually cover a large percentage of existing security requirements. The maturity of the 
code generally cannot be achieved by implementing it all again, so self-made solutions should be used 
to extend them also. Thus, the quality of the developed application insurance functionality is 
improved. Moreover, as the leading software development focus is on the implementation of business 
functionality, reuse of existing functionality that increases the efficiency of the implementation 
process. This often raises the question of how the required security standards can be implemented 
with the selected product. In such a case, the security feature to be analyzed by experts to determine 
the supported security standards. This analysis is especially useful if a model-driven approach is used 
to automatically generate the insurance artifacts related to design models. The identified framework of 
standards that are supported can be used to describe the target platform and to generate design models 
of the framework artifacts. 

  
In this paper, the capabilities of authentication and authorization framework Spring Security ( 

SpringSource Community, 2008)  are examined to be applied in implementing an EHR. The goal is to 
identify the Spring Security standards support common requirements that are covered in the 
certification manual imposed by SBIS and provide a counseling catalog of best practices and reusable 
on how to apply them with high quality. Describing the view informally that can be used by 
developers the need to assess the insurance structures as well as a guide for implementation. In 
addition, they can be used to describe a transformation of formal rules for model-driven. The 
remainder of this paper is organized as follows: Section 2 presents the security requirements and 
related works. Section 3 describes the relationship between the framework based on standards for 
security engineering approach based on reuse. In Section 4 the implementation of security standards 
covered are identified to meet the mandatory requirements of certification equivalent SBIS using 
Spring Security. The conclusion and perspectives on the future work closes the body of this article. 

2 Security Requirements 
The SBIS is a professional society that promotes the development and exchange of ideas and 

results in fields devoted to information technologies applied to Health Sciences (ISO 27.799, 2008). 
Several EHR development standards such as ISO / TR 20514, the standards ISO / IEC JTC1 / SC27 
and ANSI HL7 describe features and functionality that ideally should be present in an EHR, 
regardless of their application's function. The existing features and functions in international standards 
can be used as a basis to facilitate the EHR’s implementation. From the point of view of the 
implementation process, it is necessary to establish objective criteria that can be used uniformly in 
each audit, ensuring that the EHR whether or not approved in the certification process. Much of the 
requirements have been developed based on the standards. These patterns best suited to the 
requirements Brazilian reality were selected. The SBIS-CFM certification requirements are grouped 
as follows (Manual de Certificação/EHR, 2013): 
·         Security requirements 
·         Structure Requirements, Content and Features 
The security requirements of EHR are key to ensuring the confidentiality, privacy, and integrity of 

information identified in health. 
  
"The process of SBIS-CFM Certification classifies the EHR, in terms of information insurance 

view, in two insurance Assurance Levels (NGS): The NGS1 which is the category applicable to EHR 
that still uses the impression of paper records continuing with the need for printing and affixing of the 



handwritten signature and NGS2, which is the category established to the EHR that only uses the 
application in the processes of health records. To do so, specify the use of digital certificates ICP-
Brazil for the signing and authentication processes. The certification Manual recommends the use of 
good practices in the standard ISO / IEC 27002 (Bunke, 2011) published by the ABNT, tailored to the 
organizational needs of each EHR addition to the EHR audited NGS1 have all the characteristics 
necessary for a skill technique can get satisfactory conclusions on the validity of the information that 
it stores for "(ISO 27.799, 2008). According to the International Organization for Standardization 
(ISO) standard is a document established by consensus and approved by a recognized group 
establishing for general and repeated use a set of rules, protocols or features of processes in order to 
arrange and organize activities specific for the benefit of all. An EHR can be supplemented by 
outpatient care requirements. Systems oriented to other assistance service types, such as hospital 
information systems, emergency care and occupational health. The EHR must appear for several 
security requirements among them identification and person authentication, People authentication 
method, authentication parameter's protection, security passwords, etc. 

3 Technologies 
Due to the discovery of insurance standards, the work is based on the common literature of 

security standards. A comprehensive catalog of specific security standards to abstract context and, for 
example, operating systems, can be found in (Schumacher, 2005). Identity (Wiesner, 2010) 
management and access control standards are also discussed in (Delessy, 2007) and (Fernandez, 
2008). Specific standards for the JEE platform are described in (Steel, 2005). Authorization standards 
for Extensible Markup Language Access Control (XACML) are discussed in (Delessy, 2005). An 
excerpt from the patterns presented in these works is used in this document to show your support for 
the Spring Security framework. 

The presented description of the standards-based platform is a viable accessory for insurance 
approaches based on models, such an approach is not considered by others, for example, (Lodderstedt, 
2002) (Alam, 2006) (Emig, 2006). We aim to describe the destination insurance platform using the 
security standards, to simplify transformations and easily adapt them to new platforms. General 
information about the Spring Security structure, their relations and internal concepts and their use can 
be found on community documentation, as well as in (Mularien, 2010) and (Wiesner, 2010). These 
descriptions are not based on security standards and do not show all the possible applications of 
framework. The main aim of the Spring Security Framework producers was to create a simple 
alternative to the implementation of JavaEE security reference. Simplifying the development and 
application of test is the key goal of Spring. The Framework is primary based on two main features: 
Inversion of Control (IoC) and aspect-oriented programming (Fernandez, 2004). Aspect-Oriented 
Programming (AOP) can implement the most common services (such as transaction, security 
management, registration and so on), to be applied to various components. In the case of AOP 
component use has no knowledge of what is surrounded by some services. The AOP is used in Spring 
(Fernandez, 2008) (In EJB 3.0 AOP can be used by interceptors): 

To provide declarative enterprise services (e.g., declarative transaction management); 
To allow users to implement custom aspects. 
The Spring Security provides a number of additional services, which are based on key features of 

IoC and AOP. These services should be compared with the EJB services to the general frameworks 
evaluation. To compare the EJB 3 and Spring Framework, a set of criteria is offered. The Spring 
Security is an open source Java framework, providing authentication solutions, authorization and 
access control highly flexible and expandable (Mularien, 2010) (Wiesner, 2010). The modular 
structure consisting of loosely coupled components, which are connected using dependency injection. 



The main classes and their dependencies are shown based on standards and in the security 
functionality description into existing structures that is part of a insurance engineering-oriented 
approach to reuse, presented in (Dikanski, 2012). We argue for re-use existing security features, as 
well as knowledge in all stages of development of processes for improving the quality and the 
efficiency of development of software artefacts implemented. Insurance problems, which cannot be 
covered by the models and existing features, can benefit from a reuse approach, extending or adapting 
to a new context. On the one hand, reuse of knowledge of the possible threats and attacks against 
information resources as well as appropriate countermeasures, it is practicable to analyze the 
requirements of a security application. The issue addressed in this document covers the design and 
implementation phase of the engineering process. The existing security knowledge design phase 
should be used to determine possible solutions to security problems. security standards offer a proven 
method to describe such solutions and best practices can be integrated with common design patterns 
(Schumacher, 2005). The security solutions application should be based on existing insurance 
functionality, for example, provided by products, structures or components. These are the most mature 
and field-tested, than a new implementation and generally provide support for existing security 
technologies and standards. However, to support the security engineering process, there is the need for 
knowledge of the structures used for securing the software product. During the design phase, the 
knowledgement supported by a framework is necessary in order to avoid incompatibilities between 
design and implementation. By implementing the project is beneficial to know how to implement a 
standard with a framework. This leads to identifying the need for standard security frameworks. 

4 Implementation 
The following section discusses the implementation of EHR requirements through standards with 

the Spring Security framework. 
  
1) Policy Standards 
Due to the mechanism used to access decisions, the framework can be improved to support 

multiple access control standards, so it supports the standard authorization. Attribute-Based Access 
Control (ABAC), Role-Based Access Control (RBAC), and Identity-Based Access Control (IBAC) 
show different patterns supported by the framework and the RBAC flexibility increases the need for 
user roles definition. In Spring Security are called (Granted- Authorities) (Mularien, 2010). The 
authorities can be assigned to users through setup or loaded from a User Store (Mularien, 2010). The 
best documented practices is the arrangement Authorities in hierarchies (Wiesner, 2010). The roles are 
assigned to users and the rights are assigned to the roles. Thus, a hierarchy is built and users are 
assigned various rights through its role that are rights assigned to roles to access a resource. The 
Spring Security supports the protection of methods and URLs as resources (Mularien, 2010). Thus, 
only users with a function that has the right to modify a resource is allowed to access it. By 
implementing a web-based application paradigm REST (Representational State Transfer) (Fielding, 
2010), the URLs protection approach is preferable. Otherwise, the security method and use of 
annotations in accordance with the Java Specification Request (JSR) 250 should be used. Thus, the 
flexibility in changing the insurance structure is an advantage .Spring Security provides the use of 
Access Control Lists (ACL), which are typically used to implement IBAC (Schumacher, 2005). 
Within (Mularien, 2010), the creation of a database, keeping the ACL and Spring Security 
configuration to use a database. For each resource access control entry can be added to the database 
by giving specific permissions to an individual. Ready-made are the permissions to read, write, create, 
delete and manage. These permissions can be improved or replaced. (Mularien, 2010) Also the ACL 



and their entrys, protected URLs have to be configured or methods have to use annotations. This is 
done using the term "hasPermission" SPEL (Mularien, 2010). 

2) Architecture Patterns 
The previous section showed that the definition of authorization policies with Spring Security are 

merely your application parts. The structure uses a Policy Enforcement Point concrete PEP for URLs 
and access control method, respectively. The PEP has to deal with all requests on a protected object. 
A filter (FilterSecurityInterceptor) is used to intercept requests for URLs and to control access to the 
URL. Requests about the methods are intercepted using feature, the schedule of Spring Aspect-
Oriented (AOP) (Kiczales, 1997). Enhancements in Spring of methods annotated 
AnnotationSecurityAspect for security. The appearance of the board redirects method calls for 
AspectMethodSecurityInterceptor, which is an implementation of AbstractSecurityInterceptor 
interface, too.Thus, requests to URLs and methods are intercepted by the Spring Security framework 
and processed to enhance access control. The AuthorizationRules are described by 
AuthorizationPolicy that is used. The notes and expressions in the configuration for URLs describes 
the specific authorization method for a resource. The standard PEP is used with Spring Security, if the 
standard permit is configured and FilterChain is set or security is activated by method (Mularien, 
2010). 

Thus, requests for URLs and methods are intercepted by the Spring Security framework and 
processed to enhance access control. The AuthorizationRules are described by AuthorizationPolicy 
that is used. The annotation and expressions in the configuration for URLs describing the concrete 
method of Authorization for a resource. The standard PEP is used with Spring Security, if the standard 
permit is set up and the FilterChain e the insurance is enabled by method (Mularien, 2010). The 
default Autorization Enforcer is the implementation of the PEP for Java EE applications. Thus, the 
aforementioned protection methods and URLs is an implementation of the standard. The Spring 
Security AuthenticationManager assumes the role authentication provider and the various 
authentication filters, as well as the paper represents AuthorizationManager Authorization Enforcer. 
Thus, the default Authorization Enforcer can be implemented using the Spring Security access 
control. The intercepting Web Agent standard cannot be applied to the methods of protection, because 
the standard defines execution of the application after the access control. Thus, the default application 
is applied through the standard Authentication Enforcer configuration, Standard Authorization and set 
protection for URL.O survey framework Spring Security revealed support for the most known 
security standards, but failed to offer developers guidance on its application. This disadvantage has 
been overcome, as the implementation of proposed security models standards allow efficient mapping 
of security design standards-based in future development processes. 

5 Conclusion 
In this work, the open source insurance framework Spring Security was examined in its support 

for common security standards for authentication and authorization. Standards for RBAC and ABAC, 
as well as password-based authentication/username were identified and appropriated the best practices 
for implementing models for Spring Security in accordance with the requirements for implementing 
the EHR. These models can be used as a reference for implementing the standards mentioned in other 
designs. In addition, the benefits of a description of the standards-based security framework for a 
model-driven approach were discussed and its role in a process of re-based security engineering was 
explained briefly. In continuation of this work, the possible insurance design decisions and 
implementation have to be captured in the range of flexible models to provide decision support. 
Moreover, relations between the standards will be determined and specified to identify mandatory or 
optional dependencies between the standards of design and implementation of S_RES certified by 



SBIS. In future research, we will focus on completing the different parts of our process reuse based on 
security engineering. 
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