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Abstract—This work presents the Quality of Health Service
(QhS), an IoT solution for a health patient monitoring environ-
ment and proposes an optimization mechanism with the Diffserv
and EWS protocols. A mobile application is implemented for the
specific healthcare team to have access to the system for viewing
and modifying patient information. The analysis of vital signs
in QhS solution took into consideration the network paradigm
and IoT service, as well as the risk of the patient based on the
EWS protocol. Thus, the QhS combines the Diffserv (network
level) and EWS (application level) protocols for the optimization
of data traffic in the system monitoring information and alerts.
Additionally, It results in energy saving, still a vital resource in
IoT devices.

Index Terms—IoT, Diffserv, EWS, homecare.

I. INTRODUCTION

Internet of Things (IoT) has promoted extraordinary trans-
formations in society. In the health area, IoT is not a excep-
tion. Due to its peculiarity in capturing health vital signs,
IoT presents itself as an excellent solution in several health
systems. It is presented a Quality of Health Service (QhS), an
IoT solution for patients health monitoring environment and
proposes an optimization mechanism for this solution with the
Diffserv and Early Warning Score (EWS) protocols.

QhS meets the demand in home and hospital scenarios by
acquiring vital signs of patients. It then sends the data collected
from IoT devices to a cloud where they are processed, produc-
ing monitoring information and alerts for dashboards installed
in a situation room. QhS also uses a call or panic button;
detects an eventual fall of the patient and records members
health team activities through the device used by the patient.
The solution also implements a mobile application for the
specific healthcare team enabling system access for viewing
and modifying patient information.

To provide the monitoring service and patient alerts, this
application uses a wireless blood pressure monitor. QhS is
a typical example of applied technology in the health area
to assist emergency situations. The vital signs analysis in
QhS took into consideration the network paradigms and IoT
services, as well as the risk of the EWS patient. Both analyzes
and simulations of individuals vital signs were performed
using the Physionet MIMIC-II database.

The main contribution of this paper is the combination of the
Diffserv (network level) and EWS (application level) protocols

in data traffic optimization applied in system monitoring in-
formation and alerts. Additionally, It results in energy saving,
still a vital resource in IoT devices. Another relevant aspect
in the QhS is the comparison, from two different approaches
of the use of EWS protocol in the user definition risk.

The proposed solution made it possible to prioritize the
care of the most serious patients and to system shut down
when it is inactive in the information transmission. This
priority in patient care by the EWS system is reinforced
at the data transmission level by the Diffserv technology,
privileging the traffic of the classified data by EWS protocol
in the network. This work was motivated by a real demand of
two hospitals, one public and another private. It fits into the
context of LARIISA, a project that generated the Intelligent
Governance of Health System (GISSA) product and It belongs
to AVICENATM, a startup in healthcare area.

II. RELATED WORKS

At the work of [1] proposes the use of monitoring and
interactive consultation through a web service that has the
data and the history of the patient. The patient can make
an appointment through a Web system by video conferencing
with the doctor in real-time. A QoS approach is used in the
interactive query with Diffserv to prioritize real-time audio
and video streaming. The results showed that QoS has good
results taking into account: packet size, error rate, and quality
of video/audio. Moreover, the latter will change the probability
of packet loss and will affect image quality.

In [2] a Fog-based architecture is proposed, using FPGA
to process signals, as well as a mesh layer to aggregate
data before processing them in the Fog layer. The solution
proposed here is similar, but the architecture proposed by [3],
an intelligent local layer, is similarly studied and used, which
resembles the architecture of [4].

The paper [5] proposes the use of sensors for monitoring
real-time vital signs using low-cost hardware concerned with
energy efficiency. In a similar way, it is proposed here the use
of open hardware that has relatively low cost, although cost
and energy are not analyzed. In [6] and [7] , the authors used
positioning, fall, panic button analysis and context analysis
to trigger urgency/emergency assistance, similar to [6]. It



proposed to use call for assistance button in a similar way,
and the assistance monitoring as well.

The work [8] uses a mesh network through Xbee for
communication of several nodes that monitor the patient
temperature concerning cost reducing. However, here, a star
topology is applied, where each node would have its access
to the internet. The works previously related deploy IoT to
monitor health signs and other functionalities such as: Heart
rate, SpO2, temperature, fall analysis, blood pressure, air
quality, CO2 levels, etc.

In [9] It is used a wireless body sensor networks (WBSNs),
proposing a manager to process the signals. EWS optimize
data transmission to estimate real-time sensor frequency. Two
algorithms based on Fuzzy Logic are deploy to verify ef-
ficinecy.

At this work, [10] affirm with using the ToS field, even on
the internet, allows the flow to be differentiated because this
field is rarely changed by any router, be it a core router or an
edge router. Thus, about 1% of packets transmitted over the
Internet modifies ToS field. Therefore, if any router optimizes
the flow according to the reference rules, it is possible to
optimize the flow according to the reference RFC2597.

III. BASIC CONCEPTS

A. Early Warning Score – EWS

EWS is a system that calculates values from vital signs
measured and recorded by the nursing team. The aim is
to identify the deterioration of the individual by measuring
the following vital signs: pulse, blood pressure, respiratory
rate and temperature [11]. MEWS – Modified Early Warning
Scoring is an EWS system whose parameters have been
customized to set of requirements at particular institution.
A segmentation of MEWS adapts EWS to specific purposes.
Single Parameter Scoring (SPS), which scores each individual
vital sign alone, does not consider jointly as MEWS does. SPS,
caregivers may need to consider a response when a single vital
sign is out of range [12].

B. Diffserv

In the Diffserv protocol, core routers classify only large
classes of traffic, while individual flows are interpreted by
edge routers. Therefore, the quality of service is generated for
aggregate traffic rather than classifying individual flows. In this
methodology, the core of the network has a static configuration
capable of differentiating a few classes of traffic. This static
configuration is called Per Hop Behavior (PHB).

There are PHBs defined in RFC 2597 and 2598. Edge
routers must determine which class belongs to user traffic.
To mark the IP class packets the TOS (Type of Service) field
is composed as follows: the top six bits are the DSCP (Diff-
Serv Code Point). Two lower bits are reserved for the ECN
(Explicit Congestion Notification). DSCP values, according to
RFC2597, are provided for reference only, and their values
can be interpreted according to users or final nodes.

Fig. 1. Proposed Scenario.

IV. PROPOSAL

Figure 1 shows the hospital environment (patients, health
professionals, application, sensors and prototype), home en-
vironment (patient, caregiver, application, sensors and pro-
totype), Situation Room (health professionals, application /
dashboards) and Service Cloud (servers, application). It is
considered prototype hardware with embedded software that
connects the sensors to the rest of the system.

The operating context shown in Figure 1, obeys the follow-
ing data flows:

1) Data collected by the sensors in hospital and home
environments (IoT-Dew) are sent to the prototype using
the EWS to classify the patient risk. The classification
result is sent to the cloud that generates alerts;

2) Mobile applications in hospital, home and Situation
Room environments receive risk alerts (generated in the
cloud). Application in the Situation Room presents a
broader view of the system, as well as greater detailing
than mobile Apps in the hospital and home environments;

3) Health professionals can perform local queries on pa-
tients’ vital signs, accessing the prototypes and receiving
alerts when the panic button is pressed;

V. ASPECTS OF IMPLEMENTATION

Figure 2 shows the block diagram of the prototype.

A. The hardware

The ESP8266 open-hardware platform was deployed with
the following characteristics: 32-bit RISC CPU, 80 MHz, 64
KB RAM and 96KB data, Flash QSPI External - 512 KB
to 4 MB, IEEE 802.11bgn Wi-Fi, 16 pin GPIO, SPI and
I2C. In order to acquire the temperature, the DS18B20 sensor
was capable to operate between 9 up to 12 Bits resolution.
With accuracy of 0.5 ◦C, 0.25 ◦C, 0.125 ◦C, and 0.0625 ◦C,
respectively for 9, 10, 11 and 12 bits. Each sample can be
collected every 750 millisecond. Adittionaly, the Integrated
Circuit (IC) MAX30100 was applied to capture the heart rate
and blood oxygen level. It operates with resolutions from 13



Fig. 2. Block Diagram of the implemented prototype.

up to 16 Bits depending on the number of samples from 50
to 1000 per second.

A push button was placed on the device to be pressed in the
event of a service request and a redswitch presence sensor trig-
gered by a magnet to indicate that the service was performed.
A bluetooth HC-06 was integrated to send the captured in-
formation through a smartphone with AndroidTMsystem to the
cloud using 3G/4G technology. Two parallel lithium batteries
4v7 (400mA) are placed powering the prototype.

B. Software and firmware

The software was developed in two platforms. One for
mobile monitoring for android and another for managing
the data in a web system. The firtst one receives sensors
data through a bluetooth connection. In addition, it can be
configured to generate alerts when abnormal levels of some
vital signal are reached, so that the health care team takes
the necessary action. The Web software stores the sent data
and displays it on a screen to monitor the patients assisted
centrally. The second platform was the Arduino Integrated
Development Environment (IDE) used to code the firmware
recorded in the prototype.

VI. TESTS

A. Diffserv on internet

The isonomic treatment of packets on the internet was hoped
and confirmed in priority tests according [10]. Patients data
were transmitted with a priority of 0xb0 (high priority) to half
of the patients, and to the other half, no value was assigned
to the ToS field. Thus, results without any configuration or
contract with ISPs to prioritize data went irrelevant in the
aspect of packet transmission time. However, there is a slight
difference in the order of miliseconds in the average times
of data transmitted with the change in the ToS field. Packets
without changes were slower on average 0.006 seconds.

B. Diffserv on intranet

The tests performed in the intranet environment were with
two hops (two routers) and there was no possibility to work
in real hospital environment for security reasons and research

features. These tests showed that packets with ToS modified
to 0xb0 were on average 0.009 seconds faster than unmodified
packets.

C. Patient requests

After the development and testing stages the solution was
able to capture temperature, oxygen level of the blood and
the amount of heart rate per minute from the patient. It was
possible to capture the moment when the patient pressed the
button to request the care as well as the moment that the
patient was attended. Table I shows vital signs of 3 individuals
assisted.

User 1
Sample HR SPO2 Temperature
1 63 98 36.4
2 68 98 36.5
3 65 98 36.5
4 67 98 36.4
5 66 98 36.4
MEAN 65.8 98.0 36.44
VAR 3.7 0.0 0.003
STD 1.92 0.0 0.05

User 2
Sample HR SPO2 Temperature
1 81 98 36.3
2 78 97 36.2
3 72 98 36.3
4 73 98 36.4
5 72 97 36.4
MEAN 75.2 97.6 36.32
VAR 16.7 0.3 0.01
STD 4.09 0.55 0.08

User 3
Sample HR SPO2 Temperature
1 67 98 36.5
2 69 97 36.7
3 74 97 36.2
4 68 98 36.2
5 74 98 36.1
MEAN 70.4 97.6 36.34
VAR 11.3 0.3 0.06
STD 3.36 0.55 0.25

TABLE I
RESULTS OF THE ACQUISITION OF USERS.

VII. RESULTS

To simulate the use of the EWS protocol, the MIMIC-II
database provided by PhysioNet [13] was used, which contains
physiological signs and vital series of vital signs captured
from patient monitors and comprehensive clinical data ob-
tained from medical information systems for tens of thousands
patients in intensive care units. For these simulations, data
from 36 patients with about 12 hours of monitoring per second
were used, each of which had the following vital signs: blood
pressure, SpO2, respiratory rate and heart rate.

Two EWS algorithms are shown: EWS-threshold and EWS-
flow. Before applying the EWS-threshold algorithm, according
to Table II, it was necessary to verify when applying it would
occur a relevant distortion of the data. Thus, the risk of all data
in the sample was calculated and then the frequency of these
risks was infered. Then, the EWS-threshold algorithm was
applied taking into account the time. Thus, when applying this
algorithm, the amount of samples was significantly reduced
because the EWS-threshold sets time intervals to carry out a



new calculation of patient risk. The risk frequency percentages
were compared in the 2 cases, however, the EWS-threshold
by taking time into account reduces the number of samples
from 43200 to only 12 samples. Thus, in Figure 3, it can
be observed that the patient’s main risks in both curves. In
red, the complete data, and in blue, the EWS-threshold data.
It is observed that the risk percentages 2%, 3%, and 6%
remain as tendencies even with the reduction in the number
of samples. It was concluded that no relevant change was
found in this comparison. In this algorithm, other rules are
established according to Figure 5. Using the logic of the EWS-
flow algorithm for the same patient, Figure 4 presents the
results.

Fig. 3. Patient 2 samples, frequences from complete data and EWS-threshold.

Fig. 4. Patient 2 samples, frequences from complete data and EWS-threshold.

A. Algorithm 1: Threshold of the EWS protocol (EWS-
threshold)

EWS protocol was used in several studies presenting results
of improvement in the percentages of admission to ICU
patients, reduction in cases of cardiac arrest, improvement in
the efficiency of the professionals and in the distribution of
patient information.

The logic implemented, Table II, in the threshold algorithm
uses the vital signs of the patients to calculate the risk and
waits to evaluate the patient again according to the time corre-
sponding to the risk. The following result makes a comparison
between the frequencies of the risks obtained by implementing
the threshold algorithm versus the hazard frequencies of the
complete data. The statistical result of each EWS FullGross
risk in red and blue data applying the threshold algorithm.

Risk Total potuation Wait period
1 1 12 Hours
2 2 6 Hours
3 3 4 Hours
4-6 4-6 1 Hours
7 >=7 1/2 Hour
7 Heart frequence <= 40 1/2 Hour
7 Pontuation above 3 in any parameter 1/2 Hour

TABLE II
EWS-THRESHOLD.

B. Algorithm 2: EWS protocol flow (EWS-flow)

Figure 5 shows the Flow diagram of the EWS Protocol
defined in [11]. In this work, the flow was implemented as
an algorithm that also calculates the patients’ risk. However,
different from the previous algorithm, apply other rules that
anticipate its use, generating more alerts and defining actions
that the health team should perform for each classification risk.

Fig. 5. Flow diagram of the EWS Protocol.

The source code was created in OctaveTMsoftware to per-
form patient risk simulations according to the vital signs.
Besides the classification it was also observed the time at
which the protocol should wait to act again, wait time, for
whom alerts must be route initially (gray layer) and the health
team actions at the moment they receive the alert (orange
layer).

The tests performed in the intranet environment were with
two hops (two routers) and there was no possibility to work
in real hospital environment for security reasons and research
features. These tests showed that packets with ToS modified
to 0xb0 were on average 0.01 seconds faster than unmodified
packets.

C. Algorithms results

Table III shows a relevant data amount reduction from to
each patient using algorithms EWS-flow and EWS-threshold.
From 43200 data used are reduced to less than 1% for both
algorithms. It’s evident that EWS reduces the quantity of data
used when monitor a patient and this reflect for application
provide reduction in amount of data transmitted.

To confirm that the use of the EWS system can decrease
power and data consumption, was ploted a graph that shows
the current consumption. Figure VII-C shows the transmission
test with an interval of 15 seconds, putting the device into



patient complete data EWS-flow (%) EWS-threshold (%)
1 43200 38 0,09 12 0,03
2 43200 44 0,10 21 0,05
3 43200 23 0,05 8 0,02
4-5 43200 74 0,17 27 0,06
6 43200 20 0,05 7 0,02
7-9 43200 74 0,17 27 0,06
10 43200 53 0,12 27 0,06
11 43200 26 0,06 27 0,06
12 42773 68 0,16 24 0,06
13 43200 74 0,17 16 0,04
14 43200 74 0,17 27 0,06
15 43200 20 0,05 7 0,02
16 43200 74 0,17 27 0,06
17 43200 146 0,34 52 0,12
18 43200 146 0,34 53 0,12
19-22 43200 74 0,17 27 0,06
23 43200 44 0,10 16 0,04
24-32 43200 74 0,17 27 0,06
33 43200 141 0,33 18 0,04
34-36 43200 74 0,17 27 0,06

TABLE III
THE NUMBER OF PACKETS TRANSMITTED WITHOUT TO USE THE

ALGORITHMS (COMPLETE DATA) AND USING THE EWS-FLOW AND
EWS-THRESHOLD ALGORITHMS.

sleep. In this test, the AD values of the device have values
ranging from 70 to 80. Figure VII-C, shows the transmission
test with an interval of approximately 15 seconds, putting the
device in deep-sleep. It is shown that during the time the
device is in deep sleep there is a reduction of the AD values
of the current, between 70 and 80, to very close to zero. This
method together with the EWS protocol reduce power and
network consumption.

Fig. 6. Result of data transmission every 15 seconds in normal mode.

Fig. 7. Result of data transmission every 15 seconds in sleep mode.

VIII. CONCLUSION

During QhS implementation, the feasibility of using the
sensors (temperature, beats and oximeter) was demonstrated.
This facilitated the work of gauging these vital signs, reducing
the human error risk. In addition, the proposal could also

shorten the time of care request, through the panic button and
improve the time in which the health team reaches the patient.
This system improves data quality acquired allowing accuracy
queries by the health team. EWS system was important in
three aspects in the definition of the proposed QhS solution:
(1) patient risk assessment, (2) prioritization of data for the
monitoring service, (3) saves energy consumption and band-
width for the monitoring service, making effective and efficient
way to deal with battery problems and network bandwidth.

A. Data tests at internet
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